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AbstrAct

Electronic communication continues to grow in 
importance as a tool to support trade in goods and 
services, in particular between buyers and sellers 
based in different countries. Banks, for example, 
have notably extensive experience in this area, while 
public administrations are increasingly developing 
e-government services for their domestic needs. As 
the supply chain has become international, the need 
has arisen for global standards to define the iden-
tities of trading partners for the purposes of invoic-
ing, customs declarations and payments. Businesses, 
consumers and government agencies are all faced 
with the challenge to understand ‘who is who’ in 
the digital and global supply chain. This requires 
a global approach to identity management. This 
paper discusses the fundamental issues regarding 
identities in business applications and payment 
systems.
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INTRODUCTION
Consumers and businesses are increasingly 
buying goods and services online as well as 
communicating online with government 
agencies. This requires a trusted environ-
ment for counterparties to communicate 
with each other and for payments linked to 
those transactions.

Banks, together with card schemes, have 
developed card services to meet the needs 
of many businesses for both off line and 
online transactions. Around the world, con-
sumers are buying increasing volumes of 
goods and services online and want assur-
ance that web merchants can be relied upon 
to deliver the goods or services as asked 
for. However, ‘know your supplier’ (KYS) 
data on businesses can be complicated or 
costly for consumers to obtain. This makes 
it difficult for consumers to check the legal 
status of their potential suppliers. To further 
complicate matters, some payments must 
be made to a business other than the actual 
supplier of the goods or services. In short, 
it is increasingly complex for consumers to 
obtain KYS information in the global digital 
economy.

Generally speaking, businesses have 
more experience with the management of 
customer and supplier data. They under-
stand their growing responsibilities for the 
customer and supplier data they hold in 
terms of data protection for consumers as 
well as the fiscal and legal requirements such 
as ‘know your customer’ (KYC) obligations 
to manage the risks of money laundering 
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or terrorist financing. They also know that 
managing such data is important for opera-
tional risk management and that it requires 
substantial operational costs.

Financial firms are required by law to 
take care of their customers’ data. In June 
2017, the Basel Committee on Banking 
Supervision published an updated general 
guide for the opening of accounts in line 
with a sound risk management profile for 
anti- money-laundering and terrorist finance 
risks.1 The supervisors of those licensed 
firms are expected to review the implemen-
tation of these policies and legal obligations.

DIGITAL ENTITIES
In the digital world, the question of ‘who 
is who’ is important for business transac-
tions and communication with government 
agencies. Legal systems make a distinction 
between natural persons and legal entities. 
The specifics of that distinction are embed-
ded in national legislations. Not all natural 
persons have the same rights and duties in all 
jurisdictions and a limited number of attri-
butes of natural persons may change over 
time. Legal entities are dynamic and may 
change over time as a consequence of corpo-
rate actions. Such facts represent important 
data to manage in files on customers and 
government registers of natural persons and 
businesses. Meeting KYC and KYS princi-
ples requires a regular and costly review of 
the data.

In the digital economy, identifiers are 
assigned not only to natural persons and 
legal entities, but also ‘things’. Examples 
of recognised global ‘things’ include credit 
cards (ISO 7812), barcodes (GS1), containers 
(ISO 6364) and the registration of ships 
and aeroplanes. All these things (assets) are 
uniquely identified in the digital economy. 
Their respective registers clarify ‘who owns 
what’, which can only be a legal entity or a 
natural person.

NATURAL PERSONS
For private and public purposes, there are 
many numbering systems to identify citizens 
or consumers. The governments of about 
200 jurisdictions issue via their government 
agencies ID numbers, tax numbers, social 
security numbers, driving licence numbers 
and passport numbers to identify their 
citizens for the current world population of 
7.5 billion natural persons. Such identifica-
tion systems are based on national standards 
(numbering systems) and are created by 
specific government agencies at the national 
level for public sector rather than commer-
cial purposes. 

To meet the public sector needs for the 
identification of travellers, the International 
Civil Aviation Organization developed a 
system that captures the data of travellers 
based on issued travel documents, such as 
a passport, which can be used for border 
control and custom purposes.2

There is no cross-jurisdiction interopera-
bility of data with respect to the registers 
of natural persons. In 2014, the European  
Union approved the eIDAS Regulation 
2014/910, making it possible for a citizen of 
an EU member state to identify him/herself 
with the authentication tools of the notified  
national electronic identification schemes to 
get access to the government agencies of the 
other EU member states.3 This does not cre-
ate any interoperability between the registers 
of the EU member states, but rather facilitates 
European residents’ access to the government 
agencies of all other EU member states.

Commercial organisations have their own 
registration systems for their consumers. 
Customer data often come from multiple 
sources. A consumer may have many cus-
tomer numbers and multiple identities from 
various social media profiles, in addition to 
the identification numbers issued by his/her 
government.

Organisations must comply with the data 
protection rules of their jurisdiction. Under 

JPSS0089_HARTSINK_12_1.indd   2 24/02/18   11:12 AM



Hartsink

Page 3

the General Data Protection Regulation 
2016/679,4 the EU has created stringent new 
rules for organisations to manage the per-
sonal data of EU residents from 25th May, 
2018 onwards.

The reality is that there is no globally 
accepted unique identifier standard for nat-
ural persons. Consumers can buy goods 
and services online from any web merchant 
around the world and may have contacts 
with the government agencies of multi-
ple jurisdictions. Government agencies and 
commercial organisations, meanwhile, must 
store and process the data of natural persons 
from many jurisdictions.

Natural persons also include the direc-
tors of boards, executives or proxy holders 
of legal entities of the same or of other 
jurisdictions.

In the absence of a global standard for 
natural persons, the ISO TC 68 Financial 
Services technical committee is investigat-
ing whether a global standard for natural 
persons should be developed to support the 
public and private sector to conduct business 
processes in the digital world.

LEGAL ENTITIES
In any jurisdiction, the legislator will have 
created multiple legal forms for the public 
sector and the private sector (commercial 
and non-commercial), each with specific 
rights and duties (such as tax).

At the request of the public sector, ISO 
TC 68 Financial Services developed the ISO 
20275 Entity Legal Form standard to spec-
ify the elements of an unambiguous scheme 
to identify the distinct entity legal forms in 
any jurisdiction in order to facilitate a better 
classification of legal entities. The overview, 
containing over 1,800 entity legal forms 
from 50 jurisdictions, is available free of 
charge5 and scheduled to be completed in 
2018 for all jurisdictions.

The public sector of each jurisdiction 
created one or more business registers to 

register the legal entities of their jurisdic-
tion. The overview of business registers is 
also available online.6 Something that busi-
ness registers have in common is that they 
have their own business models, local legal 
and technical standards and that they were 
not created for the challenges of the global 
supply chain and digital economy.

The recording of the data in business 
registration is based on self-registration. 
Legal entities are ‘living organisations’ that 
change over time as a consequence of corpo-
rate actions, such a name change, mergers, 
unbundling, change of legal form or change 
of activities. These facts have a substantial 
impact on the quality of the data in business 
registers.

In its Cannes Summit in 2011, the G20 
concluded that the Financial Stability Board 
(FSB) should take the lead for an appropriate 
framework, representing the public interest 
for a global legal entity identifier (LEI) in the 
form of a reference code to uniquely identify 
legally distinct entities that engage in 
financial transactions.7 The FSB established 
the LEI Regulatory Oversight Committee 
(ROC) in 2012 (https://www.leiroc.org/) 
and the Global Legal Entity Identifier Foun-
dation (GLEIF), a Swiss foundation, in June 
2014 (https://www.gleif.org/). The mission 
of GLEIF is to support, on a not-for-profit 
basis, the implementation of a global LEI 
system to make high-quality LEI data avail-
able free of charge to users in both the public 
and private sector. GLEIF is subject to the 
oversight of the LEI ROC.

By January 2018, over 1 million legal 
entities had registered with a GLEIF accred-
ited LEI issuer for an LEI.8 The LEI ROC 
estimates that, over time, between 200–400 
million legal entities could be eligible for an 
LEI.9 A large number of listed companies 
that operate in multiple jurisdictions already 
have an LEI.

The LEI is based on the ISO 17442 stan-
dard designed by ISO TC 68 Financial 
Services. It is a unique legal identifier, and a 
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legal entity can have only one. Legal entities 
obtain an LEI by means of self-registration 
with their chosen LEI issuer, much as they 
would with a business register. A rigorous 
quality programme is applied to ensure the 
LEI data record is of the highest possible 
quality. This process includes the annual 
validation of all data elements in every LEI 
record, an option for users to dispute data 
elements, and a free quality report on all LEI 
issuers which is published every month.10 
This quality programme is not part of the 
business registration processes.

With respect to financial transactions, the 
quality of the data on legal entities is import-
ant for cash management at corporates, small 
and medium-sized enterprises and treasuries 
in the public sector. In addition, financial 
institutions have a huge interest in data 
quality in order to meet the legal require-
ments for customer data and for managing 
their credit and liquidity management risks. 
Open source LEI data provided free for any 
user to download will over time lead to 
fewer risks and lower operational costs.

Among commercial organisations (eg data 
vendors, financial institutions, FinTechs, 
certification solution vendors), there is a 
growing interest in the inclusion of LEIs in 
customer and supplier files due to the high 
quality of this standardised digital legal 
entity identifier and the fact that the data are 
free of charge.

Together with its partners, GLEIF is 
exploring the inclusion of LEIs in busi-
ness processes for the global supply chain 
(together with GS111) and for the market 
participants of the capital and money  
markets. The planned free-of-charge LEI 
mapping services with the ISO BIC 3166 
standard (together with SWIFT12) and ISO 
6166 ISIN standard (together with ANNA13) 
will facilitate the digital linking of the 
unique LEI with these identifiers. Legal 
entities may have multiple Business Identi-
fier Code (BIC) or International Securities 
 Identification Number (ISIN) identifiers.

IDENTITY MANAGEMENT FOR 
PAYMENT SYSTEMS
Identity management has always been an 
important building block for electronic 
payments systems in order to manage 
the operational risks of the scheme and 
for the scheme participants. The Financial 
Action Task Force (FATF) recommendations 
on combating money laundering and the 
financing of terrorism14 on the legislation in 
any jurisdiction have increased the need for 
an end-to-end approach on identity man-
agement for payments. Scheme participants 
must, among other things, be responsible for 
high-quality data on their customers for the 
purposes of customer due diligence, record 
keeping and wire transfer processes.

For retail payment systems, the trend 
is towards the further unbundling of 
the payment process as a consequence of  
legislation (such as the Second Payment  
Services Directive, with the creation of 
licensed payment initiation service provid-
ers) and market developments like overlay 
service providers. All direct and indirect 
participants of retail payment schemes and 
systems need to ensure that correct cus-
tomer data are used for the transfer of funds 
(domestically or cross-border). The quality 
of the data from participants of national or 
international payments schemes too often 
fails to meet the high-quality standard  
that supervisors require for their licensed 
financial institutions.

Principle 22 of the PFMI states that ‘an 
FMI should use, or at minimum accom-
modate, relevant internationally accepted 
communication procedures and standards 
to facilitate efficient payment, clearing, 
settlement and recording’.15 The principle 
does not, however, clarify what the inter-
national standard should be for legal entities 
and for natural persons and what the data 
quality level should be for scheme partici-
pants in order to meet the requirement of 
the overseers. The ISO 17442 LEI standard 
is an international standard for legal entities, 
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but for natural persons there is not yet a 
standard available. Because most payment 
scheme participants have an LEI already, the 
addition of the high-quality LEI to the file 
of the scheme participant could improve risk 
management for the scheme owner (scheme 
manager) without additional cost.

Cards are important identification and 
payment instruments for consumers to buy 
goods and services from online merchants. 
For card issuers, an LEI mapping service 
with the ISO 7812 identification standard 
for issued cards could improve data quality. 
Among too many compliance officers of card 
acquirers, card processors and card schemes, 
there are strong signals that the quality 
of merchant data fails to comply with the 
Payment Card Industry Security Standard 
(PCI).16 Access to high-quality merchant 
data is in the interest of consumers in terms 
of the KYS principle and of card scheme 
participants to aid the management of their 
operational risks. Adding the LEI to the PCI 
requirements could reduce the operational 
costs and risks associated with card schemes 
for their acquirers and processors.

IDENTIFICATION AND 
AUTHENTICATION
As part of their customer due diligence pro-
cesses, banks (and other licensed firms) rely 
on formal documentation from the govern-
ment agencies of the jurisdiction involved. 
Maintaining data on legal entities requires 
more time compared with maintaining data 
on natural persons.

In the digital economy, authentication is 
the process of confirming that the claimed 
identity is true.

The following business models can be 
observed in the authentication of natural 
persons for business processes in a given 
jurisdiction:

 ● issuers of the authentication tools: government 
agencies, banks, telecom providers;

 ● acceptors of authentication tools: government 
agencies, banks, merchants.

In some jurisdictions, government tools for 
the authentication of citizens may be used 
only by government agencies and not by 
commercial organisations (eg DIGID in The 
Netherlands — https://www.digid.nl/en/).  
Meanwhile, in some jurisdictions, one 
bank’s authentication tools may also be 
available for other banks, web merchants and 
government agencies to use (eg BankID in 
Sweden — https://www.bankid.com/en/).

The cross-border authentication of con-
sumers, businesses and government agencies 
is more complex. Those certification author-
ities that use the X.509 protocol for digital 
certificates (https://cabforum.org/) know 
well that the weak part of their end-to-end 
communication services is the (legal) iden-
tity of the sender and of the receiver.17

COSTS AND RISKS OF IDENTITY 
MANAGEMENT
Businesses, in particular their data managers, 
compliance officers and procurement offi-
cers, have become aware of the substantial 
costs and potential risks involved in manag-
ing the data of customers and suppliers.

Many banks have multiple IDs for the 
same business partner, such as a national 
government-issued business registration 
number, VAT number (in the EU), Employer 
Identification Number (in the USA) or 
industry-issued number such as the ISO 
BIC, DUN,18 PERM ID19 etc. The attri-
butes of those registration numbers may 
not be exactly the same. In addition it is not 
clear how a legal entity fits into its group 
structure.

To overcome the data-quality challenges 
in the supply chain, the LEI could add value 
for all parties engaged in commercial trans-
actions. There is no other global, open legal 
entity identification system with such a strict 
regime of regular data verification to ensure 
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the high quality of its data. The LEI data 
record also gives insight on the national 
business registration number in addition 
to the direct and/or ultimate parents — if 
available — of that legal entity.

It is estimated that banks active in trade 
financing could save US$500m per annum 
by using the LEI in trade finance and the 
issuance of letters of credits alone, with 
other potential benefits also possible.20

SELF-SOVEREIGN IDENTITIES FOR 
THE PAYMENT INDUSTRY
A self-sovereign identity model has many 
attractive elements for consumers that buy 
goods and services from web merchants. It 
allows consumers to make explicit choices 
regarding which data to disclose to web 
merchants, similar to the way that consum-
ers use a non-digital proof of identity such as 
a passport. However, self-sovereign identity 
models do have limitations with respect to 
legal requirements in the payment industry 
because banks must hold records of official 
data issued by government agencies (such as 
nationality, citizen number, name, address 
etc), while the recommendations of the Basel 
Committee on Banking Supervision and 
of the FATF require certain KYC data for 
account opening and for cross-border pay-
ments. Consumers have no choice regarding 
the data they must share with their bank.

THE WAY FORWARD
The supply chain is becoming increasingly 
global and digital. This requires a stronger 
system for the identification of trading part-
ners for public purposes and private purposes. 
The LEI is a promising candidate because it 
is a high-quality identifier of legal entities 
that is provided free of charge to any user.

Where web merchants add their LEI 
to their website (preferably on the pay-
ment page), this would benefit consumers 
as it would meet the KYS requirements of 
consumer organisations.

Business, meanwhile, would benefit if 
their counterparties in the supply chain 
have an LEI because this would reduce 
the onboarding and maintenance costs 
of their customers and suppliers and reduce 
their operational risks.

Banks (and other financial firms) would 
benefit if their business customers had an LEI 
because this would facilitate the onboarding 
of those customers and the maintenance of 
customer data. Banks would benefit even 
more if correspondent banks, the financial 
market infrastructures and real-time gross 
settlement systems to which they are con-
nected included the LEI in their messages 
because this would make their risk manage-
ment and liquidity management less costly 
due to lower operational risks.

Payment schemes and automatic clearing 
houses (clearing and settlement mechanisms) 
would benefit from the addition of LEIs to 
the files of their participants and customers 
as this would reduce operational risks. In 
addition, the inclusion of the LEI of busi-
nesses in the scheme-rules of the rulebook 
and in the clearing messaging service would 
create additional added value for banks that 
are keen to deliver better payment report-
ing services to their business customers. The 
inclusion of the LEI of the business customer 
in a credit transfer will make the reconcil-
iation of such payments easier during the 
incoming cash-management process of 
those businesses and government treasuries 
that receive the payment message. 

Card schemes, card acquirers and card 
processors would benefit were the LEI 
included in the PCI requirements as this 
would reduce their operational risks.

All participants in the supply chain and 
the public sector would benefit from a 
global ISO standard for natural persons. The 
ISO TC 68 Financial Services needs to be 
encouraged, as was done for the LEI stan-
dard, to develop such a standard to facilitate 
the processing and storage of data on nat-
ural persons (from different jurisdictions) 
for public and private purposes. However, 
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the creation of a global register for natu-
ral persons is not recommended because of 
data-protection challenges.

As rule-maker of the PFMI Principles, the 
Committee on Payments and Market Infra-
structures is encouraged to specify in more 
detail the ‘internationally accepted standards’ 
for legal entities and natural persons for the 
efficient payment, clearing, settlement and 
recording of the payments and card payment 
business to ensure efficient, safe and innova-
tive payment systems for society.
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