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Note:

The Payments Market Practice Group (PMPG) is an independent body of payments subject matter
experts from Asia Pacific, EMEA and North America. The mission of the PMPG is to:

. Take stock of payments market practices across regions

. Discuss, explain, and document market practice issues, including possible commercial
impact

. Recommend market practices, covering end-to-end transactions

. Propose best practice, business responsibilities and rules, message flows, consistent
implementation of ISO messaging standards and exception definitions

. Ensure publication of recommended best practices

o Recommend payments market practices in response to changing compliance

requirements

The PMPG provides a truly global forum to drive better market practices, which, together with
correct use of standards, will help in achieving full STP and improved customer service.
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1 Executive Summary

The Payment Market Practice Group (PMPG) have previously published three papers on the use of
LEI.

e LElin the Payments Market 2017 - https://www.swift.com/swift-resource/39741/download

e LElin the Payments Market 2017- https://www.swift.com/swift-resource/139861/download

e The Adoption of LEl in Payment Messages in 2019 - https://www.swift.com/swift-
resource/229631/download

When these white papers were written, the SWIFT FIN MT * format was still in use which meant that
the ability to utilize the LEI was limited.

With the implementation of ISO 20022 across multiple Market Infrastructures and Cross Border
messaging, the benefits of the LEI can be fully realised.

This paper sets out to provide Market Practices on the LEl as an identifier in payments and to
provide clear use cases, with benefits for participants, for more transparent, efficient and secure
payments.

LEI provides improvements across numerous use cases, this paper provides an overview of how the
LEI can be used in the Sanctions screening space (with even more potential improvements once the
regulators come on board and add the LEl into the sanctions screening lists) reducing fraud for
Corporate Treasurers, account to account owner validation and also improvements across the
industry for Know your Customer (KYC) processes.

2 Status and Uptake of the LEI

Countries are moving to adopt LEI as a mandatory requirement in their ISO 20022 messages. So
market participants will need to be prepared for this even if there are countries that don’t mandate
the LEI. This section outlines the current status of the update of the LEI across the globe.

2.1 RTGS India

Effective from April 1, 2021 issued under Section 10 (2) read with Section 18 of Payment and
Settlement Systems Act, 2007 (Act 51 of 2007) States that all non-individual customers initiating or
receiving transactions of X50 crore and above through RTGS and / or NEFT must provide an LEI
within the payment message.

Technical guidance on how the LEI should be carried:
In NEFT payment messages, the field 7495 is a free format optional field consisting of 6 lines with 35

characters each with alphanumeric options. The first two lines of this field shall be used for capturing
sender and beneficiary customer LEIl information, in that order, where applicable and available.

1The SWIFT MT message standard is split into four areas, Payments, Trade Services, Securities and Trading. A complete inventory of available SWIFT MT messages

can be found on SWIFT's website
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When LEl information is captured, narration, remarks, etc., shall be part of last 4 lines of the field.
The sender and beneficiary information shall be captured in following format:

7495: line 1 -> SL/20 digit sender LEI/
line 2 -> BL/20 digit beneficiary LEI/

ii. In RTGS customer payment and inter-bank messages, the optional field “<-RmtInf->” has 4 repeat
tags with each having 140 characters. The first two loops of this field shall be used for capturing
sender and beneficiary customer LEl information, in that order, where applicable and available.
When LEl information is captured, narration, remarks, etc., shall be part of last two repeating loops
of the field. The sender and beneficiary information shall be captured in following format:

<-RmtiInf->loop 1 -> /SL/20 digit sender LEI/

loop 2 -> /BL/20 digit beneficiary LEI/

2.2 Bank of England

From Phase 2.1 (February 2023):

Along with Purpose Codes, LEIs will be introduced into ISO 20022 standard CHAPS payment
messages from February 2023 on an ‘optional to send’ basis. The Bank of England encourages all
CHAPS Direct Participants (DPs) to start using LEls as early as possible, once the DP is capable of
sending enhanced data. However, this will not be made mandatory until spring 2024. This allows DPs
time to introduce LEls and capabilities based on this data gradually, without the risk of incorrect LEI
usage. The Bank of England will however monitor the use of LEIs in payments during this optional
send period.

From Phase 4 (Spring 2024):

The Bank of England will start mandating LEls to be used in by certain circumstances, with a vision to
widen out the requirement to all participants over time. The Bank of England will mandate the use of
the LEl where the payment involves a transfer of funds between Financial Institutions. This will be
defined by a CHAPS payment made via a pacs.009 payment message or via a pacs.008 payment
message where the ultimate sender and ultimate beneficiary are both Prudential Regulation
Authority (PRA) authorised deposit-takers or broker-dealers, or a Financial Market Infrastructure
supervised by the Bank of England.

Most institutions that make these payments already possess LEls. Although not mandatory for
others at this stage, the Bank of England strongly encourages other institutions to apply for an LElI,
and to prepare and implement necessary changes, particularly where firms may already be planning
system changes, in anticipation of the Bank of England extending its LEl mandate. The Bank of
England notes that the earlier firms adopt the LEI, the sooner they will derive its benefits. The Bank
of England will monitor the use of LEI for all transactions and will keep under review whether the
mandatory requirement to include LEI data should be extended to all CHAPS payments.

As LEIs become more prevalent, the Bank of England will expand their requirement in CHAPS
payment messages to more users. As mentioned above, the Bank of England is working with all
relevant stakeholders to progress the uptake and implementation of LEls in the UK. The Bank of
England also recognises CHAPS as a useful mechanism to extend the uptake of LEls in the UK. The
Bank of England will monitor the uptake and use of LEIs for CHAPS payments and the rate of
adoption across the wider UK economy and will use this information to review and determine how
the mandatory requirements to include Purpose Code data should be extended to all CHAPS
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payments. The Bank of England will provide industry with at least 18 months’ notice in advance of
extending any mandatory requirements for LEls.

2.3 ESRB (European Systemic Risk Board)
The ESRB has published a Recommendation on identifying legal entities which holds 2
recommendations: -

Recommendation A — Introduction of a Union framework on the use of the legal entity identifier

1. The Commission is recommended to propose that Union legislation incorporates a common Union
legal framework governing the identification of legal entities established in the Union that are
involved in financial transactions by way of a legal entity identifier (LEIl), paying due regard to the
principle of proportionality, taking into account the need to prevent or mitigate systemic risk to
financial stability in the Union and thereby achieving the objectives of the internal market.

2. The Commission is recommended to propose that Union legislation that imposes an obligation on
legal entities to report financial information, while paying due regard to the principle of
proportionality, include the obligation to identify by way of an LEI: (a) the legal entity subject to the
reporting obligation; and (b) any other legal entity about which information must be reported and
which has an LEI.

3. The Commission is recommended to propose that Union legislation incorporates an obligation on
authorities to identify by way of its LEl any legal entity about which they publicly disclose
information and which has an LEI, paying due regard to the principle of proportionality, as expressed
in the Recommendation.

By 30 June 2023, the Commission is requested to deliver to the European Parliament, to the Council
and to the ESRB a report on the implementation of Recommendation A.

Recommendation B — Use of the legal entity identifier until the possible introduction of Union
legislation

Pending any action taken by the Commission to comply with Recommendation A and the possible
introduction of corresponding Union legislation, it is recommended that to the extent permitted by
law and subject to the principle of proportionality:

1. the relevant authorities require or, where applicable, continue to require, all legal entities
involved in financial transactions under their supervisory remit to have an LEl;

2. the authorities, when drafting, imposing, or amending financial reporting obligations include or,
where applicable, continue to include, in such obligations an obligation to identify by way of an LEI:
(a) the legal entity subject to the reporting obligation; and (b) any other legal entity about which
information must be reported and which has an LEl;

3. the authorities identify or, where applicable, continue to identify, by way of its LEI, any legal entity
about which they publicly disclose information and which has an LEI.

By 31 December 2021, the addressees of Recommendation B are requested to deliver to the
European Parliament, to the Council, to the Commission and to the ESRB a report on the
implementation of Recommendation B.
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2.4 European Commission

On July 20, the European Commission (EC) released its AML Package. Within the package, the EC
officially recognized the value of the Legal Entity Identifier (LEI) as a unique mechanism capable of
supporting transparency within any ecosystem, by formalizing it as an important component of
future AML/CFT efforts:

(A) Under the AML Regulation, Article 18 - Identification and verification of the customer’s

identity, the LEl is required, where available, for the identification of a legal entity; for a trustee of an
express trust or a person holding an equivalent position in a similar legal arrangement and for other
organizations that have legal capacity under national law.

(B) The Revision of the 2015 Regulation on Transfers of Funds ensures that EU AML/ CFT rules are
extended beyond their current remit, to fully apply to the crypto sector. This will ensure full
traceability of crypto-asset transfers and allow the prevention and detection of their potential use
for money laundering or terrorism financing.

In section (25), which outlines that transfers of funds or crypto-assets from the Union to outside the
Union should carry complete information on the payer and payee, a new requirement has been
introduced: “Complete information on the payer and the payee should include the Legal Entity
Identifier (LEI) when this information is provided by the payer to the payer’s service provider, since
that would allow for better identification of the parties involved in a transfer of funds and could
easily be included in existing payment message formats such as the one developed by the
International Organisation for Standardisation for electronic data interchange between financial
institutions.”

In a later section that outlines the obligations on the payment service provider of the payer, Article 4
of the Revision proposal sets out the requirements for information that must accompany transfers of
funds. In the latest revision, a new requirement for the payer’s current LEl has been added, “subject
to the existence of the necessary field in the relevant payments message format, and where provided
by the payer to the payer’s payment service provider....".

2.5 Financial Stability Board (FSB)
The Committee on Payments and Market Infrastructure (CPMI) created a set of 19 building blocks to
help enhance cross border payments.

Building block 16:- Establish unique identifiers with proxy registries - Providing a globally
standardised approach supporting the global Legal Entity Identifier for legal entities and a similarly
standardised identifier for individuals.

The following actions have been recorded within the Road map issued by the FSB

Action 1 - October 2020 - December 2021 - Review the scope, technical and operational
requirements of existing and proposed global digital Identifiers for both legal entities and natural
persons and analyse the need for a decentralised proxy registry.

FSB, in consultation with CPMI, IMF, WB, GLEIF, ISO and other stakeholders, to explore the scope for,
and obstacles to develop, a global digital Unique Identifier (Ul) for cross-border payments, and
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potentially other financial transactions, that takes into account existing identifiers, including the LEI
for legal entities and identifiers for individuals.

The review would also consider mechanisms to match Uls with payment information, such as via a
proxy registry, take into account the work of relevant standard setting bodies, including the FATF, on
technical, governance, or policy issues, and analyse how to map to existing identifiers.

Action 2 - June 2021 - June 2022 - Determine the next steps to promote the use of a (global) digital
Ul framework and decentralised proxy registry in jurisdictions

FSB in close coordination with GLEIF, the LEI ROC and national authorities to explore the options to
improve adoption of the LEI.

December 2021 - October 2022 - If there is consensus that a new identifier is necessary, FSB, in
consultation with CPMI, IMF, WB, ISO and other stakeholders, to assess existing proxy databases for
personal identifiers, propose standard design principles for these databases, and define minimum
requirements for personal identifiers.

Action 3 - December 2021 - October 2022 - If necessary: Implementation and progress monitoring.

If consensus is achieved on a possible new Ul and new interoperable proxy databases, FSB to create
an appropriate governance for the Ul and for the interlinking of databases (based on the data
sharing principles developed in BB 8). However, the decision to implement it should lie with the
individual countries (that may have to adjust regulation accordingly). October 2022 - October 2023
Ul-Governance body that is established to begin registering of participants. Start of the voluntary
scheme. October 2023 - October 2024 National authorities to explore the processes involved in a
possible adoption of a global digital unique identifier on a national level or the interlinking of existing
identifiers.
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3 Use Cases

This section of the document will outline various use cases where the LEl can be used. A description
and flow diagram for each use case is present with associated benefits and any challenges or
implications that they bring.

3.1 Use case 1 - Sanctions Screening

LEI being present on a payment can ensure that the processing of the
payment is “fast-tracked”. The presence of an LEl can ensure that any
Sanctions hits can be resolved in a far more efficient manner. Utilization of
the GLEIF database can provide validation of data and provide rich
information back to an operator regarding the legal entity within a

Description

payment.

Benefits

e By adding an LEl into exclusion / white lists, false positive matches can
be prevented.
e Requests for information can be supported with information held at
GLEIF again Legal Entities quoted in a payment

Challenges /
Implications

e The Regulators support is required in order to get the LElI added into
the sanctions lists

Market Practice

Not applicable

3.1.1 Use case 1 - Sanctions Screening — diagram

Payment Initiated
by a Client with

LEI present for the
Debtor and
Creditor

The Debtor LEI
will be the KYC
information held
within the client
record.

|

The Creditor LEI
will be captured
at the point of
payment
initiation.
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Debtor Agent will
Sanctions screen the
outbound payment

Currently, sanctions
screening is based on
legal entity names
only. With nearly 1.5
Million LEl issued, it
is possible to create/
improve “white lists”
with the names and
LEls (where
available) of entities
that are not
sanctioned; whereby
the use of the LE|
eliminates the
generation of false
positives that can
occur by matching on
name only.

Thereis a
Sanctions Hit on
the Creditor
Name

|

Support from
Regulators required to
realise full benefits

- /_f
v

If LEI was added
into the Sanctions
Lists, then this can
improve screening

and increase
effeciency

GLEIF Database
check

The Creditor LE|
can be used as
part of the RFI

An API to GLEIF or
a locally stored
download of the
GLIEF information
can be used to
search against the
LEI, validate the
BIC code if
provided, name
and / or address.

The GLEIF
Databased holds
rich data against
each Legal Entity
and can help
Compliance
operators with
Requests for
Information by
searching against
the LEl in the
GLEIF Database




3.2 Use case 2 — Know Your Customer (KYC), Screening for Customer on-boarding

Description KYC / Onboarding has lots of limitations today. When onboarding clients
that may be part of the same legal entity or sub entity of the parent legal
entity, there is nothing today which can confirm a group structure,
relationship between the legal entities of hierarchy. As the relationship to
the Legal Entity is unknown, onboarding can therefore need to be done
from scratch and duplicated.

Currently there is no ability for FI’s to share KYC information. LEl can
provide an Fl clear sight of the legal entity relationships and hierarchy and
this can ensure that clients are not misidentified. The LEI can provide FI’s
with rich information about the legal entity instantly. The LEI can enable
FI’'s to move to an environment where KYC information performed at
different Fls can be utilised and used to improve the onboarding process.
This can be done by FI's becoming Validation Agents.

A Validation Agent is an Fl that has the ability to issue LEls. The KYC
information required for being issued an LEI, is the same information that
is captured in order to onboard clients (KYC) at FI's.

Benefits e Makes KYC processes quicker and more efficient for FI's
e Reduces onboarding costs 5-10%>
e Reduces the risk of AML fines
e Improves the client experience
e Reduces the risk of clients being misidentified

e Improves internal data management processes at the Fl and ensures,
greater consistency with standardized entity reference data
e Industry level re-use of KYC data across Fl’s can be utilised

Challenges / e Policy changes require for FI’s to be able to utilise the KYC performed

Implications by other FlI's across the industry

e Fl uptake to become Validation Agents

e The format of the Structured Address held at GLEIF does not match
exactly to the 1ISO 20022 Structured Address format.

Market Practice Not applicable (Except when Financial institutions adopt the Validation
Agent model)

2 McKinsey Research is calculation is based on the FTE productivity gain of (10% to 15% [~2-4 hours] of ~25 hours per onboarding case) multiplied by percentage of total onboarding
costs attributable to FTEs (~57%) then multiplied by the estimated to industry spend on client onboarding ($40 billion per year). FTE productivity was based on “voice of customer” and
expert interviews and includes both the estimated reduction and FTE hours per onboarding case. Percentage of total client onboarding costs attributable to FTEs based on the average
cost of FTEs in the client onboarding function at 10 tier-1 banks (McKinsey Cost Per Trade Survey) divided by total client onboarding cost (European Association of Corporate Treasurers).
For more details, please see: https://www.gleif.org/en/lei-solutions/mckinsey-company-and-gleif-leis-and-client-lifecycle-management-in-banking-a-u-s-4-billion-beginning
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3.2.1 Use case 2 — KYC, Screening for Customer on-boarding - diagram

KYC — On-
boarding carried

out for Client A at
Bank 1

Client A request
on-boarding for a
new branch or
application at
Bank 1

Client B is a Sub-
Entity/subsidiary
company of Client A
and is on-boarded
at Bank 1

Bank 1 becomes a
Validation Agent

Bank 1 will carry
out their KYC
processes in order
to on-board Client
A. If Client A
already has an
associated LEI, the
on-boarding team
can utilise the
GLIEF Database in
order to obtain
rich information
about the Legal
Entity.

Today, some Fl's
may have
limitations or
difficulties on-
boarding clients
for different
applications or
branches and
therefore KYC
may need to be
carried out again
against the client
in order to on-
board them
against new
branches/
applications. The
presence of the
LEIl can be used to
provide assurance
across an entire Fl
that the client is
who they say they
are and provide a
consistent
identifier against
the client.

There is no way for
FI's to establish the
Legal Entity
structure,
relationships or
hierarchy today.
The GLIEF Database
provides rich
information about
the Legal Entity and
all of their
subsidiaries / Sub
entities. This helps
to improve the KYC
for the Fland the
client as the
relationship to a
Legal entity that has
already be KYC'd
can be considered.

As the KYC
performed by Fl’s
to on-board
clients is the same
information used
to issue LEl, there
is an opportunity
for Fi’s to become
Validation Agents
and have the
ability to issue
LEl’s.

3.3 Use Case 3 — Corporate Invoice Reconciliation

Bank 2 is a
Validation
Agent

Client Cis already on-
boarded at Bank 2, it
now wants to on-board
as a client with Bank 1

When there are FI's
that are validation
Agents, it means that
other Validation Agents
can utilise their KYC
information.

As the KYC in order to
issue an LEl is carried
out formally by the
Validation Agents and
the same due diligence
is carried out by those
validation agents it
means their KYC data
can be utilised between
each other. The more
Validation agents that
there are, the more
opportunity for FI's to
share KYC information
between each other
across the industry.

Description

Use of elnvoices (e.g., in UBL format) signed with debtor’s LEI embedded
digital certificates enables data to be automatically parsed and match the
person authorizing the payment with the entity.

The Debtor can verify the supplier by a single call using the supplier’s LEl and
verify the supplier’s identity via GLEIF API within milliseconds

- if verified proceed with the payment order
- if not stop the payment order

The Debtor Agent can easily verify the Creditor Agent and creditor by a single
call using the creditor agent’s and creditor’s LEl and retrieve the BIC for the
Creditor Agent.
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The Creditor Agent can proceed with the payment to creditor — no need to
lose time to re-verify the creditor identity.
Once the creditor is paid, the notification of payment status is sent to the
debtor
Benefits e Automation - no need for manual name reconciliation
e Trust, authenticity and reliability of documents
e Better client user experience
e Flag possible fraud attempts — strengthen existing KYC procedures
e Full transparency of parties to the transaction from start to end
e LEI, BIC can be obtained with single call to open GLEIF API
e Standardize customer reference data and provide richer data in a
structured format
e Increase comprehensiveness of the ISO 20022
e Encompassing coverage- no limitation of jurisdiction or operating system
e Interoperability across various platforms/systems
Challenges / The Debtor Agent must verify the debtor/creditor LEls before initiating the
Implications payment to the Creditor Agent
Market Practice Not Applicable

3.3.1 Use Case 3 — Corporate Invoice Reconciliation — diagram

An elnvoice is signed

with the Debtor LEI
and an embedded
digital certificate

The Debtor Verifies
the Supplier

Debtor sends Payment

Debtor sends Payment

to the Debtor Agent to the Debtor Agent

The Digital certificate
enables data to be
automatically parsed.
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The Debtor can verify
the supplier by
utilising the GLEIF API
against the LEl and the
suppliers identity.

The Debtor Agent can
verity the Creditor
Agent and Creditor
Party by a single call
using the LEI.

The Creditor Agent
can proceed with the
payment without
having to re-verify the
Creditor identity.

|

The parties to a
payment transaction
can be consistently
verified and validated
from very start to the
end, which means less
operational and
compliance costs for
all parties to the
transaction




3.4 Use Case 4 — Corporate Treasurer - Fraud detection and fight against vendor
scams

|
Description Today, vendor scams happen very often as suppliers and vendors mainly use

emails for exchanging information regarding payments. Using emails as the
main instrument for bank account information provides a convenient basis for
fraudsters. Fraudsters contacts the supplier acting as an accounting officer of
the vendor and asks about information relating to the current payment of
invoices. Second, they contact the vendor, acting as your supplier. The
fraudster notifies a bank account change, and sends the vendor real invoices,
with modified account number and bogus telephone numbers.

Most of the times fraudulent activity occurs due to the fact that the buyer
does not notice very small differences in the email address. This fraud is
generally detected too late to expect a fund recall.

If a secure mechanism is established between the vendor and supplier, the
fraud detection can be maximized and vendor scams can be reduced.

Vendors will ask their suppliers:

- to provide their LEI

- to own a elDAS legal representative or business stamp, or a digital
certificate with LEl embedded

Starting from the first time, whenever a supplier wants to communicate its
bank account number for payments, it will be done using a secure mechanism
based on the LEI.

Benefits e The vendor shifts the responsibility of correct information to the supplier
by bringing the requirement that the document submitted to be signed
with the LEI embedded digital certificate.

e The vendor and supplier have a secure and digital way of information
exchange which the LEl is the common denominator.

e When the LEl and the bank account does not match in the Enterprise
Resource Planning (ERP) of the vendor, vendor gets a notification that this
can be a fraud attempt. The LEI helps to detect fraud attempts in an early
stage.

e If the LEl is included in the payment order from vendor to the bank and
bank checks the IBAN and LEI, the fraud can be totally avoided.

Challenges / The supplier shall agree to sign the document with the LEl embedded digital
Implications certificate.
Market Practice Not applicable
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3.4.1 Use Case 4 — Corporate Treasurer - Fraud detection and fight against vendor

scams — diagram

Supplier sends

Account number to
Vendor

Vendor extracts the
Certificate
information

Vendor Validates

Creditor Agent
Validates

The supplier
generates a
document (according
to the format
expected by the
vendor’s Enterprise
Resource Program
(ERP)) containing the
bank account number
for payments.

|

The supplier signs the
document by using a
digital certificate with
its LEl embedded

|

The supplier sends
the document to the
vendor
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The vendor’s ERP
parses the document,
extracting the
certificate
information including
the LEI code and IBAN
number

The vendor’s ERP
using extracted LEI
code checks (using
GLEIF’s API) that this
LEI matches with the
supplier’s LEI.

When Bank receives
the payment order, it
checks if the IBAN of
the supplier matches
with its LEI.

i

If the LEI code
matches the
provider’s data, the
supplier’s bank
account number is
considered correct as
it is contained in a
digitally signed
document and it is
added to the ERP’s
valid records for
further payments.




3.5 Use case 5 — Account to account owner Validation

|
Description When matching a name of a client to an account on an incoming payment

or as part of Confirmation of Payee, as there are so many permutations for

how a name can be written, the matching criteria must allow for a certain

level of mismatch and the validation between the name and account

number can take longer than necessary. If LEl is provided, then this is an

exact identifier that can provide a 100% match and validation in

milliseconds. This can also identify fraudulent payments or money

laundering by ensuring that the account being credited matches the LEI

provided for the Creditor. This validation can be performed by the

Creditor Agent.

Benefits e Exact matching criteria for account to account owner.

e Speeds up the matching process to milliseconds

e Helps the Creditor Agent perform a level of validation when receiving a
payment, to ensure that the Creditor LEI matches the account number
that they hold for that client / Legal entity.

Challenges / e The Uptake of LEl across the Industry
Implications

Market Practice

Not applicable

3.5.1 Use case 5 — Account to account owner Validation 2 Scenarios:- a) Conformation
Of Payee and b) Creditor Agent Validation - diagram

Confirmation of

Payee Inititated

Match of Name to
Account

LEI provided
instead of name

Client A, Bank A —

payment initiated

Client B, Bank B —
payment received

When a Client
initiates a
payment, there is
an opportunity to
utilise the
Confirmation of
Payee
functionality. This
product will
match the
creditor name to
the account and
confirm if there is
a match.

When a name is
provided by a
client, to match
this against the
KYC name held is
not always an
exact science.
There is a
matching
tolerance which
may be applied
and the process
can take some
time
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If an LEI was
provided instead
of or in surplus to
the name, this is
an exact Id, there
can be no
interpretations of
format/spelling
and therefore a
match can be
made in
millisecond and
no tolerance
matching is
required.

Client A initiates a
payment from Bank
Ain order to Pay
Client B in Bank B.

Bank A will populate

Client A’s LEl into
the Debtor
information
element from their
KYC data held on
their client and
Client A should
provide the LEI for
Client B within the
Creditor
information within
the payment
instruction

When Bank B
receives the
payment a
validation check can
be performed
against the LEI
provided for Client
B and the KYC
information that
they hold on Client
B. If thereis a
mismatch, they can
reject the payment.
If there is a match,
then the payment
can be completed.




4 Becoming a Validation Agent

This section of the document explains what a validation agent is and what benefits can be realised
by Financial institutions becoming Validation Agents.

The information that FI’s gather in order to KYC and on-board clients is the same information that is
required in order to issue an LEl (Document, Data collection and Verification procedures) by an LEI
Issuing Organization. Therefore (as mentioned in use case 4) there is an opportunity for FI's to
become Validation Agents which means they can provide LEI’s to their corporate clients in
collaboration with LEI Issuer Organization(s).

For clients and LEI Issuers, the processes to issue an LEI requires time and effort to complete. The
collection and validation and delivery of data can require several exchanges and incur periods of
processing between each and multiple rounds of communication. This can cause duplication
between Fl and LEl issuer and cause frustration for the client due to the additional processing time
and an inconvenient customer experience.

Now that LEl is becoming a mandatory data element to be provided in payments in some Countries
there will be some clients that need an LEl in order to fully on-board. In this case an FI’s own time to
revenue is impacted as the Onboarding process cannot be completed until the client obtains an LEI.

A significant opportunity therefore exists to address these issues by de-duplicating the entity
identification procedures that are currently shared between the Fl and the LEl issuer.

The creation of the Validation Agent framework empowers FI’s to leverage their existing “Know your
customer” (KYC), anti-money laundering (AML) and other regulated business as usual Onboarding
processes, to obtain an LEI for their client when verifying their identity during the initial Onboarding
or stand client refresh update procedures. FI’s acting as Validation Agents can liaise with the LEI
issuer on its client’s behalf to validate that these key data checks and processes have been
undertaken.

4.1 FI's acing as Validation Agents can benefit from

e A greatly streamlined LEIl issuance process for clients, resulting in an enhanced client
experience for Onboarding and lifecycle management.

e Digitisation of its Onboarding processes based on standardised Legal entity data instead of
siloed information and legacy systems.

e Additional opportunities to add client value and achieve market differentiation

e Enhanced Internal data management processes and therefore reduced costs

o A uniquely powerful foundation upon which to innovate and develop new digital services
and revenue opportunities.
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https://www.gleif.org/en/lei-solutions/validation-agents

5 Summary of Benefits that the LEI bring

Corporate invoice reconciliation

Automation - no need for manual name reconciliation
Trust, authenticity and reliability of documents

Better client user experience

Flag possible fraud attempts — strengthen existing KYC
procedures

Full transparency of parties to the transaction from
start to end

LEI, BIC can be obtained with single call to open GLEIF
API

Standardize customer reference data and provide
richer data in a structured format

Increase comprehensiveness of the 1ISO 20022
Encompassing coverage- no limitation of jurisdiction
or operating system

Interoperability across various platforms/systems

Fraud detection and fight against
vendor scams

The vendor shifts the responsibility of correct
information to the supplier by bringing the
requirement that the document submitted to be
signed with the LEI embedded digital certificate.

The vendor and supplier have a secure and digital way
of information exchange which the LEl is the common
denominator.

When the LEI and the bank account does not match in
the Enterprise Resource Planning (ERP) of the vendor,
vendor gets a notification that this can be a fraud
attempt. The LEI helps to detect fraud attempts in an
early stage.

If the LEl is included in the payment order from vendor
to the bank and bank checks the IBAN and LEl, the
fraud can be totally avoided.

Sanctions screening

By adding an LEI into exclusion / white lists, false
positive matches can be prevented.

Requests for information can be supported with
information held at GLEIF again Legal Entities quoted
in a payment

KYC, Screening for Customer
Onboarding

Makes KYC processes quicker and more efficient for
FI's

Reduces Onboarding costs 5-10%

Reduces the risk of AML fines

Improves the Client experience

Reducing the risk of clients being misidentified
Improves internal data management processes at the
Fl and ensures, greater consistency with standardized
entity reference data
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e Industry level re-use of KYC data across FI’s can be

utilised
Account to Account Owner e Exact matching criteria for account to account owner.
Validation e Speeds up the matching process to milliseconds

e Helps the Creditor Agent perform a level of validation
when receiving a payment, to ensure that the Creditor
LEl matches the account number that they hold for
that client / Legal entity.

LEl in digital trade finance e The LEl can play a role in facilitating interoperability
documentation across trade platforms. For example, in a digital letter
of credit, Fls can easily verify counterparties thanks to
the LEl in a few seconds instead of lengthy paperwork
send infout

General e Improves Straight Through Processing / Fast tracks
payments

e Data Management in Fls: Improved quality and
accuracy of data

e Use of LEI for ordering party in outbound payment for
precision and full transparency

e Use of LEI for beneficiary in outbound for precision
and full transparency

e Use of mapping of BIC to LEI via GLEIF APl or SWIFTRef
BIC-LEI Relationship File https://www.swift.com/our-
solutions/compliance-and-shared-
services/swiftref/swiftref-bic-lei-relationship-file

e Unique identifier for FI’s that can be used across
multiple applications

6 Next Steps

With the LEI being a mandatory identifier that is already required within certain payments, the scope
of the Payment messages that mandate LEI will increase across the communities and Industry. The
LEl is part of the FSB’s approach to improving Cross Border Payments and is being adopted across
Market Infrastructures at a fast pace. As outlined within this paper there are true benefits that the
LEI can bring to both Financial Institutions and Corporate / Business Banking clients. It is imperative
that FI’'s communicate to their clients which payments will require LEI to be present and also the
benefits that they can realise once they utilise the LEI's such as increased STP and faster more
efficient payments. In order to unlock the full benefits, Financial Institutions should take up the
opportunity to become Validation Agents which will not only improve the KYC processes across the
industry but will also provide their clients with the ability to use their Fl as a one stop shop when
wanting to open accounts and obtain LEI’'s. The LEI should be embraced across the industry and
looked at as a great opportunity to improve rather than any type of burden for Financial institutions

17| Page
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or their Corporate / Business Banking Clients and a strong request for regulators to support the LEI
by adding it into the Sanctions lists.
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