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1
Introduction

Digital identity enables transactions in the digital world. In a hyper connected world, the ability to establish
individual identities of natural persons, legal entities, machines and devices uniquely, accurately, quickly
and securely is going to be critical and has a considerable potential for wealth creation.

The COVID-19 crisis clearly demonstrates the need to provide all European citizens and businesses
quickly with a universally accepted, trusted digital identity and with trust services such as eSignatures to
allow for seamless business continuity in the Single Market and to access to crucial and sensitive public
online services such as in eHealth, eGovernment or eJustice. Universally accepted trusted identification
and authentication enables effective protection of personal data in the online world. At the same time, it
promotes business cases based on a discretionary disclosure of data and creates the conditions for a
responsible and accountable management of data and artificial intelligence in society. Using these
opportunities contributes to the recovery of the European economy and to the European digital autonomy.
The revision of the eIDAS Regulation is therefore part of the Commission’s response to the crisis.

With the adoption of the elDAS Regulation in 2014, the EU broke new ground globally by introducing a first
cross-border framework for trusted digital identities and the so-called trust services such as electronic
signatures that can be used to sign documents in the online world, much like one signs a document with a
pen in the offline world. The eIDAS Regulation is meant to ensure secure and seamless electronic
interaction between citizens, businesses and public authorities. This should increase trust in the internal
market and make online services more effective. The European Commission is currently evaluating this
regulatory framework.

The elDAS Regulation ensures:

® that individuals and businesses can use their own national electronic identification schemes (elDs) to
authenticate when accessing public online services in other EU Member States. This is achieved by
establishing an interoperability framework and by enforcing mutual legal recognition of notified
schemes;

® the development of a European internal market for electronic Trust Services (electronic signatures,
electronic seals, time stamps, electronic delivery services and website authentication) recognised
across borders with the same legal status as traditional paper based processes.

The Commission will assess to what extent the elDAS framework remains fit for purpose, i.e., to deliver the
intended outcomes, results and impacts and whether it is appropriate to modify the scope of the Regulation
or its specific provisions, taking into account the experience gained in the application, as well as
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technological, market and legal developments.

In its Communication on Shaping Europe’s Digital Future, published on 19th February 2020, the
Commission took the position that universally accepted public electronic identity (elD) is necessary for
consumers to have access to their data and securely use the products and services they want without
having to use unrelated platforms to do so and unnecessarily sharing personal data with them. The
Commission will consider revising the eIDAS Regulation to improve its effectiveness, extend its benefits to
the private sector and promote trusted digital identities for all Europeans.

The aim of this public consultation is to collect feedback on drivers and barriers to the development and
uptake of elD and trust services in Europe and on the impacts of the options for delivering an EU digital
identity. It targets broad public (e.g. citizens and end-users, including older persons and persons with
disabilities) as well as companies directly impacted by the eIDAS Regulation (e.g. trust service providers,
identity providers), competent authorities in the Member States, international organisations and concerned
stakeholders on the eIDAS framework.
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*Publication privacy settings

Anonymous

Only your type of respondent, country of origin and contribution will be
published. All other personal details (name, organisation name and size,
transparency register number) will not be published.

Public

Your personal details (name, organisation name and size, transparency
register number, country of origin) will be published with your contribution.

| agree with the personal data protection provisions

3 General questions about electronic identification (elD)

Individuals and businesses can use under eIDAS their own national electronic identification schemes (elDs)
(e.g. government issued elD cards/Apps) to authenticate when accessing public online services in other EU
Member States. This is achieved by establishing interoperability of different national elDs and enforcing
mutual legal recognition of notified schemes.

In the context of this consultation, an elD is a means of electronic identification (it ascertains “who you are”)
and authentication (it proves that “you are who you say you are”) issued by an organisation to be used in a
wide range of online services provided by different organisations. A national identity card that can be used


https://ec.europa.eu/info/law/better-regulation/specific-privacy-statement_en

in eGovernment services provided by several agencies, or a social network login account that you can use
in several online shops would qualify as elDs, but the credentials given to you by your bank to access
exclusively their online banking services would not.

*Do you have an electronic identification means (elD) which can be used to access
online services?
Yes
No
Don't know

What type(s) of elD do you use?
elDs provided by my government or other public authority
Personal user accounts provided by social networks or online platforms
elDs provided by other private sector organisations (e.g. trust service
providers, banks, mobile operators)
Other

If other please specify:

“How often do you use your elD to access or use online services?
Everyday
Once or twice a week
Once a month
Less than once a month
Never
| don’t know / no opinion

For what services do you use or would you like to use your elD?

| already use I would like to use
my elD my elD

Public services (e.g. fill in your tax form, request certificates,

)

Utility services (energy, water supply), telecom services
Medical (eHealth) services
Open a bank account

Shop online



Access online platforms (e.g. social networks, my online
streaming account)

Other

“Have you found the availability of the elD means or the electronic trust services (e.
g. electronic signature) particularly useful during the lockdown measures
introduced due to the COVID-19 crisis?

Yes
No



elDs
provided by
my
government
or other
public
authority

Online public services
(eGovernment)
eHealth services
Financial services

COVID-19 specific
online services (e.g.
reporting symptoms,
test results, requesting
benefits/allowance)

Concluding contracts
remotely

Online shopping

Other

elDs
provided by
other private

sector
organisations

If yes, what solutions have you used and for what services?

Personal user
accounts
provided by
social
networks or
online
platforms

Electronic
signature

Other
electronic
trust
services
(e.g.
eSeals,
Time
Stamps)
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If Other, please specify:

*1If no, what was the reason?
| do not have them or could not get one (e.g. face to face interaction was
needed to obtain/activate/renew an elD/eSignature certificate during the
lockdown)
The online services | would need to use are not available for my elD /
eSignature tools
| could not access the online services | would need due to usability /
technical issues (e.g. lack of a card reader, software incompatibility,
accessibility barriers for persons with disabilities)
Lack of trust
Other

If Other, please specify:

The elDAS Regulation ensures that individuals and businesses can use their own national electronic
identification schemes (elDs) to authenticate when accessing public online services in other EU Member
States. This is achieved by establishing interoperability and enforcing mutual legal recognition of the so-
called notified schemes. The list of notified national elD schemes is published here.

*Are you aware that you can use one of the notified national elD schemes to access
online public services in other EU Member States?

Yes
No

*If you have one of these notified elDs - have you ever used it to access online
services in another EU Member State than your country of residence?

Yes
No
Don't know
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How important for you is the ability to use your elD to access public services in
other EU Member States?

Very important

Somewhat important

Not really important

Don't know

“How important for you is to have a secure single digital ID that could serve for all
online services (both public and private) that provides you with the control over the
use of your personal data?

Very important
Somewhat important
Not really important
Don't know

“How important for you is the ability to use your elD on your mobile phone?

Very important
Somewhat important
Not really important
Don't know

4 General questions about electronic trust services

The elDAS Regulation aimed to create a European internal market for electronic trust services - namely
electronic signatures, electronic seals, time stamp, electronic delivery service and website authentication -
by ensuring that they will work across borders and have the same legal status as traditional paper based
processes.

“Have you ever used electronic trust services (e.g. eSignature, eSeal or
Timestamp)?

Yes
No
Don't know

To what extent do you agree or disagree with the following statements?

Neither | don’t
Strongl agree Strong| know /
9y Agree g Disagree . gy
agree nor disagree no
disagree opinion
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* The availability and offer of
electronic trust services in the
EU is sufficient.

* The eIDAS Regulation needs to
be strengthened as a response
to the COVID-19 crisis

* Providing the same legal effect
to electronic trust services (e.qg.
qualified e-signature is
equivalent to handwritten one)
helped increase their take-up.

* | feel more comfortable and
confident to use electronic trust
services now compared to five
years ago.

* Public administrations should
should roll out more public
services, making better use
ofelectronic trust services in
their contact with citizens and
businesses.

*Do you think that additional trust services should be regulated at EU level?

Yes
No
Don't know

*If yes, please specify the additional trust services:

5 Specific questions on electronic identity (elD)

To answer these more specific questions would require a certain knowledge of the eIDAS Regulation.

“Would you like to answer more specific questions about rules on elD under the
elDAS Regulation and the future digital identity?

Yes
No

*Are you replying as:



End-user of elD (e.g. citizen, company)

Provider of online services (public sector)

Provider of online services (private sector)

Provider of ldentity and Authentication solutions and / or technologies and IT
solutions in this area (e.g. software, hardware, services)

Think tank, research, academic institution or individual expert
Trade/business/professional association or other interest representation
organisation

Public policy maker

Non-governmental organisation

Other

*If Other, please specify:

To what extent do you agree or disagree with the following statements?

Neither | don’t
Strongl agree Strongl know /
gy Agree 9 Disagree ) gy
agree nor disagree no
disagree opinion

* The number of online public
services to be accessed in a
cross-border context by using
one of the published national
elD schemes has considerably
increased due to elDAS.

* The eIDAS Regulation provides
an adequate legal framework
for cross-border electronic
identification in Europe.

* The elDAS legal framework for
cross-border electronic
identification in Europe.should
be strengthened as a response
to the COVID-19 crisis.

* The scope of the elDAS
Regulation should be extended
to provide a level playing field
for the private economic actors
operating in the field of
electronic identification.

14
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* The interoperability
framework established by the
elDAS is optimal and supports
sufficiently the mutual
recognition of the elD schemes.

Do you agree that the use of electronic identification to access online public
services across borders contributes to:

Neither | don’t
Strongl agree Strongl know /
gy Agree 9 Disagree ) gy
agree nor disagree no
disagree opinion

Enhancing user friendliness
* Saving time
* Saving money

* The simplification of the
administrative procedure

* An increase of service quality
* An increase of service security
* The protection of personal data

* The better access to services
in another EU country

* An increase of the certainty on
the authenticity of the users’
identity

* Enhancing clarity on the
liability of the provider of the
electronic identity

* The access to services to a
larger group of users thanks to
the uptake of elD

*In your opinion, are there currently any factors limiting the cross-border use of
electronic identification?

Yes
No
Don't know

*What are the factors limiting the cross-border use of electronic identification?
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Lack of awareness

No need for it / Not relevant

Limited number of notified elD schemes

Lack of availability of relevant public services

Lack of trust

Preference for paper-based solutions or face-to-face interactions

Too expensive

Too complicated / not user-friendly / accessibility barriers for persons with
disabilities

Privacy concerns

Legal obstacles (example: face-to-face interaction required by national
legislation)

Limited scope of elD schemes notified under the eIDAS Regulation
(governmentally issued/recognised elDs only)

Suboptimal interoperability framework

Other

If Other, please specify:

*To what extent do you agree that the eIDAS Regulation has achieved its objectives
with regard to electronic identification?

Strongly agree

Agree

Neither agree nor disagree
Disagree

Strongly disagree

| don’t know / no opinion

Please elaborate on how the elIDAS Regulation has/not achieved its objectives with
regard to electronic identification.
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*In your opinion, should the eIDAS Regulation or its implementation be improved?
Yes
No
Don't know

Which of the following corrective actions should be taken?
Adopting guidelines to improve legal coherence and consistency
Further harmonisation through requirements established in secondary
legislation (implementing acts), standardisation and the introduction of
certification to the advantage of particularly convenient and secure solutions
A shift from voluntary to mandatory notification of national elD schemes
An obligation for Member States to make authentication available to the
private sector
Introduction of new private sector digital identity trust services for
identification, authentication and provision of attributes
Introduction of an obligation for the public sector to recognise attributes,
credentials and attestations issued in electronic form by trust service
providers and public authorities registered as authoritative sources
Introduction of an obligation for the private sector to recognise trusted digital
identities: elDs notified under elIDAS and trust services for identification,
authentication and provision of attributes
Provision of identification for non-human entities (e.g Al agents, loT devices)

*In your opinion, should there be a single and universally accepted European digital
identity scheme, complementary to the national publicly issued electronic identities,
allowing for a simple, trusted and secure possibility for citizens to identify
themselves online?

Yes
No
Don't know
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“Which possible advantages of such single and uniform European digital identity
scheme are important to you?
Trust (Government Sponsored)
Universal Acceptance
User convenience
Better control of personal data
Increased online security
Cost savings thanks to economies of scale
Other

Please specify and/or set-out other possible advantages:

*Which possible dis-advantages of such single and uniform European digital identity
scheme are you concerned of?
Complexity of set-up and Governance

Lack of flexibility to adapt to technological developments and changing user
needs

Overlap with existing solutions

Discouragement of innovation and investments into alternative elD solutions
State surveillance concerns

Set up and operational costs

Other

Please specify and/or set-out other possible dis-advantages:

Please share any additional statements, documents, position papers concerning
elD under the elDAS framework and the future of digital identity.

6 Specific questions on trust services
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To answer these more specific questions would require a certain knowledge of the elIDAS Regulation.

*Would you like to answer more specific questions about trust services and the
elDAS Regulation?
Yes
No

*Are you replying as:
User of electronic trust services (e.g. citizen, company, public or private
service provider)
Provider of electronic trust services
Supplier of technologies and IT solutions for electronic trust services (e.g.
software, hardware, services)
Think tank, research, academic institution or individual expert
Trade/business/professional association or other interest representation
organisation
Public policy maker
Supervisory body
Conformity assessment body
Non-governmental organisation
Other

*If other, please specify:

*Which of the following trust services are relevant to you?

Electronic signature

Electronic seal

Electronic timestamp

Electronic registered delivery service
Website authentication

To what extent do you agree or disagree with the following statements?



Strongly Agree
agree

* The eIDAS Regulation
increased the availability of
electronic trust services in the
EU.

* The level and scope of
governance and supervision
of electronic trust services
established under the elDAS
Regulation are adequate to
ensure harmonisation at EU
level.

* The elDAS Regulation has put
in place conditions conducive to
trust services based on
decentralised solutions
(including through distributed
ledger technologies).

* The legal effect provided to
trust services by the eIDAS
Regulation (e.g. qualified e-
signature is equivalent to
handwritten one) helped
increase their admissibility in
legal proceedings.

* The cross-border legal effect
provided to trust services by the
elDAS Regulation helped
increase their take-up.

* The assessment procedure for
becoming a qualified trust
service provider is adequate.

* The eIDAS Regulation is a
more effective tool to regulate
trust services than actions
taken at national level.

* The provisions of the eIDAS
Regulation on trust services
have enhanced trust in
electronic transactions.

Neither
agree
nor
disagree

Disagree

Strongly
disagree

| don’t

know /
no

opinion
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Repealing the eIDAS
Regulation would have
negative consequences for
trust services in Europe.

To what extent do you agree or disagree with the following statements?

Neither | don’t
Strongl agree Strong| know /
gy Agree 9 Disagree ) gy
agree nor disagree no
disagree opinion

* The eIDAS Regulation has
increased the availability of
electronic signature in the EU.

* The availability of electronic
signature in the EU should be
extended as a result of the
COVID-19 crisis

* The use of electronic
signature has increased in
Europe for the last 3 years.

* The elDAS regulatory
framework creates a level
playing field for electronic
signature in Europe.

* The eIDAS Regulation does not
hinder technological
developments in the
electronic signature market.

* Citizens, businesses and public
administrations in Europe can
effectively benefit from the
advantages of electronic
signature.

* The eIDAS Regulation has
ensured interoperability of
electronic signature.

To what extent do you agree or disagree with the following statements?

Neither | don’t
Strongl agree Strongl know /
gy Agree g Disagree ) gy
agree nor disagree no
disagree opinion
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The elDAS Regulation has
increased the availability of
electronic seal in the EU.

* The availability of electronic
seal in the EU should be
extended as a result of the
COVID-19 crisis

* The use of electronic seal has
increased in Europe for the last
3 years.

* The elDAS regulatory
framework creates a level
playing field for electronic
seal in Europe.

* The eIDAS Regulation does not
hinder technological
developments in the
electronic seal market.

* Citizens, businesses and public
administrations in Europe can
effectively benefit from the
advantages of electronic seal.

* The elDAS Regulation has
ensured interoperability of
electronic seal.

To what extent do you agree or disagree with the following statements?

Neither
Strongl| agree Strongl
gy Agree 9 Disagree , gy
agree nor disagree
disagree

* The eIDAS Regulation has
increased the availability of
electronic timestamp in the
EU.

* The availability of electronic
timestamp in the EU should be
extended as a result of the
COVID-19 crisis

* The use of electronic
timestamp has increased in
Europe for the last 3 years.

* The elDAS regulatory
framework creates a level

| don’t

know /
no

opinion
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playing field for electronic
timestamp in Europe.

* The elDAS Regulation does not
hinder technological
developments in the
electronic timestamp market.

* Citizens, businesses and public
administrations in Europe can
effectively benefit from the
advantages of electronic
timestamp.

* The eIDAS Regulation has
ensured interoperability of
electronic timestamp.

To what extent do you agree or disagree with the following statements?

Neither
St I agree Strongl
rongly Agree g Disagree ) gy
agree nor disagree
disagree

* The eIDAS Regulation has
increased the availability of
electronic registered delivery
service in the EU.

* The availability of electronic
registered delivery service in
the EU should be extended as
a result of the COVID-19 crisis

* The use of electronic
registered delivery service
has increased in Europe for the
last 3 years.

* The elDAS regulatory
framework creates a level
playing field for electronic
registered delivery service in
Europe.

* The eIDAS Regulation does not
hinder technological
developments in the
electronic registered delivery
service market.

* Citizens, businesses and public
administrations in Europe can

| don’t

know /
no

opinion
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effectively benefit from the
advantages of electronic
registered delivery service.

* The eIDAS Regulation has
ensured interoperability of
electronic registered delivery
service.

To what extent do you agree or disagree with the following statements?

Neither | don’t
Strongl agree Strongl know /
gy Agree g Disagree ) ay
agree nor disagree no
disagree opinion

* The eIDAS Regulation has
increased the availability of
website authentication in the
EU.

* The availability of website
authentication in the EU
should be extended as a result
of the COVID-19 crisis

* The use of website
authentication has increased
in Europe for the last 3 years.

* The elDAS regulatory
framework creates a level
playing field for website
authentication in Europe.

* The eIDAS Regulation does not
hinder technological
developments in the website
authentication market.

* Citizens, businesses and public
administrations in Europe can
effectively benefit from the
advantages of website
authentication.

* The eIDAS Regulation has
ensured interoperability of
website authentication.

*Please specify which additional trust services should be regulated at EU level:
Electronic identification and authentication
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Provision of trusted attributes (uniquely linked to a verified identity — e.qg.
proof-of-age, credentials — professional qualifications, entitiements — Know-
Your-Customer)

eArchiving

Delegated management of signature keys

Operation of distributed ledgers storing electronic evidences

Operation of identity hubs storing personal data of behalf of the users
Other

No need for additional trust services, the current scope is sufficient

*If other, please specify:

Do you agree that the use of trust services established by the eIDAS Regulation
contributes to:

Neither | don'

Strongly , Strongly know /
aree Agree agree nor Disagree disagree o

g disagree g apinion

* Enhancing user friendliness
* Saving time
* Saving money

* The simplification of the
administrative procedure

* An increase of service
quality

* An increase of service
security

* The protection of personal
data

* Ensuring legal certainty

*Do you think the legal effect provided to electronic documents by the elDAS
Regulation has effectively increased their take-up and admissibility in legal
proceedings?
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Strongly agree

Agree

Neither agree nor disagree
Disagree

Strongly disagree

| don’t know / no opinion

*In your opinion, are there any factors limiting the use of electronic trust services?
Yes
No
Don't know

*What are the factors limiting the use of electronic trust services?
Lack of awareness
No need for it / Not relevant
Lack of availability for relevant services
Lack of trust or fraud concerns
Preference for paper-based solutions or face-to-face interactions
Too expensive
Too complicated / not user-friendly / accessibility barriers for persons with
disabilites
Privacy concerns
Not enough legal certainty
Other

*If Other, please specify:

*To what extent do you agree that the eIDAS Regulation has achieved its objectives
with regard to electronic trust services?
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Strongly agree

Agree

Neither agree nor disagree
Disagree

Strongly disagree

| don’t know / no opinion

Please elaborate how the elDAS Regulation has/not achieved its objectives with
regard to electronic trust services.

How could the eIDAS Regulation or its implementation be improved with regard to
trust services?

Please share any additional statement, document, position paper regarding trust
services and elDAS.
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